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BACKGROUND 
 

1. The Bank verification number (hereinafter, BVN) is a financial reform implemented in 

February, 2014 by the Central Bank of Nigeria (CBN) in collaboration with the Bankers’ 

Committee to protect the integrity of the financial system in Nigeria.1Whilst the financial 

institutions handle the enrollment of customers’ BVN, the Nigerian Inter Bank Settlement 

System (NIBSS) generates the unique BVN for every account enrolled and provides secure 

database for them, and the CBN supervises the whole process to enhance financial system 

integrity.2The introduction of BVN is expected to provide biometrics solution for identity 

management challenges within the financial institutions and banking sector in particular. 

Experts also believed that the implementation of BVN biometrics solution will combat fraud and 

identity theft threats within Nigerian banks.  

 
2. Biometrics solution is anticipated to strengthen core identity systems such as civil 

registries, international passport identification, national ID cards and other relevant personal 

identifications used to open bank accounts within the financial institutions.3The BVN entails 

capturing fingerprints and other unique information such as: Names, Sex, Photograph, Date of 

Birth, Contact Address, Signature, and the telephone numbers of potential account holders 

within the banking industry. Consequently, a unique 11 digit bank verification number (BVN)is 

given to an individual account holder after the approval of the captured biometrics information. 

Therefore, BVN is a major identifier for bank customers in the country and it grants account 

holder a unique identity to operate bank accounts in Nigeria. Furthermore, BVN tackles the 

issues of identity theft in the financial sector and every account holder without BVN would have 

his/her account placed on Post No Debit (PND).4 

 
3. Thus, a registered BVN of an account holder is linked to all accounts held by the holder 

across the banking industry. This reform is potentially directed to fish out and blacklist financial 

crime offenders, such as fraudsters and corrupt Politically Exposed Persons (PEPs) who are 

profiting from the vulnerabilities in the financial institutions which includes but not limited to 

                                                           
1
 Adikea Paul. ‘’The Effect of Bank Verification Number (BVN) in Nigeria Economy’’http://www.academia.edu/27579960/ 

the_effect_of_Bank_Verification_Number BVN_in_Nigeria_economy (Accessed  2 May 2018) 
2
 CBN/NFIU Interview of the 12

th
 July, 2018. 

3
 Alan Gelb and Julia Clark. ‘’Identification for Development: The Biometrics Revolution’’. CGD Working Paper 315. Washington, 

DC: Center for Global Development. 2013.http://www.cgdev.org/content/publications/detail/1426862 (Accessed 7 May 2018) 
4
 CBN interview by NFIU, 12

th
 July, 2018. 
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lack of a robust identification system in Nigeria. The implementation of the reform witnessed a 

drastic reduction in Account opening fraud.5Additionally, CBN affirms that BVN solution has 

actually achieved its objective, noting that the risk associated with credit (loan) facilities risks 

has reduced due to the unique identifier, individuals with existing bank loans cannot approach 

another bank for loan without explanation as to the status of the existing loan from the other 

banks. 

According to NIBSS, the major three cardinal reasons why BVN was implemented are: to 

identify people who have bank accounts in Nigeria and to link transactions of potential 

customers across the banking industry/ financial sector, to facilitate access and matching of  

detailed  information on perpetrators of fraudulent transactions across the financial sector6.It is 

important to note that the BVN initiative has been able to an extent deliver the purpose of 

fraud prevention and detection across the industry because before the introduction of the BVN 

reform, it was difficult to identify account holders and link them to consummated illicit 

transactions across the banking industry7. 

 
4. Notwithstanding this, the scope of this research evaluates BVN related suspicious 

activity reports (hereinafter, SARs) submitted by the banking industry to the Nigerian Financial 

Intelligence Unit (hereinafter, NFIU) from 2014 to 1st quarter of 2018. It is against this 

evaluation that our findings and recommendations are submitted in this study to serve as an 

advisory to all relevant AML/CFT stakeholders in Nigeria regarding the effectiveness of the BVN 

regime. This we hope will help improve the successful implementation of BVN biometrics 

solution within the banking industry in Nigeria.  

 

OBJECTIVES OF THE STUDY  
 
5. Between 2015 and first quarter of 2018, analysis has shown that out of a total of Nine 

thousand five hundred and seventeen (9,517) SARs filed to NFIU, a total of Six thousand five 

hundred and three (6,503) SARs were filed on BVN related suspicious activity representing 

68.33% of the total rendition within the period under review.  Analysis indicates further that 

this statistical increase was due to the introduction of the BVN solution, a universal ID which is 

                                                           
5
 CBN interview by NFIU, 12

th
 July, 2018. 

6
NIBSS interview by the NFIU,  

7
StanbicIBTC interview by the NFIU, 
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meant to restricts and ensure that a customer has a single identity within the financial system, 

before now individuals transacting with different dates of birth, same or different names can 

transact independently in different banks. Noteworthy also are the growing concerns 

surrounding the random issuance of affidavit as verification document to establish the identity 

of individuals. Hence, it has become pertinent that an advisory be issued to address the 

observed gaps and challenges. This advisory will attempt to: 

 

i. Identify the trends and patterns surrounding BVN related SARS filed by reporting 

entities. 

ii. Ascertain the most prominent bank including location where the issues are 

prevalent within the country. 

iii. Investigate incidence of predicate offences to money laundering. 

iv. Identify major impediments affecting the success of BVN reform.  

v. Educate AML/CFT stakeholders on the impact of SARs renditions in Nigeria. 

vi. Make recommendations to all relevant stakeholders on the need to re-evaluate the 

conditions attached to issuance of affidavit for change of name / date of birth.  

RESEARCH QUESTIONS 

6. In order to explore the above stated research objectives, the following research 

questions have been crafted to guide the advisory project: 

i. What are the trends and patterns identified in BVN related SARs within the banking 

industry? 

ii. What are the reasons identified by the reporting institutions in the BVN related 

SARs? 

iii. How many financial institutions and locations attract (more) reported BVN related 

SARs in Nigeria? 

iv. Is there any evidence of BVN related fraud cases within the Banking industry? 

v. What impediments exist in the implementation of BVN reform in Nigeria?  

vi. What policies and operational method are required to combat the abuse of BVN 

solution in Nigeria? 
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METHODOLOGY 
 
7. To obtain relevant information that informs this study, a team of two core NFIU staff in 

Strategic Analysis Department engaged in thereview of all Suspicious Activity Reports (SARs) 

filed by reporting entities, particularly the banking industry within 2014 to the first quarter of 

2018.Wereviewed the SARs filed within this period and narrowed down on BVN related SARs 

filed by the banking industry through the goAML reporting platform. In addition existing 

literatures on BVN studies were also reviewed.  A six man team from the NFIU conducted 

structured interviews based on confidentiality with the various stakeholders responsible for the 

implementation of the BVN solution in Abuja and Lagos. Participants were drawn from the 

Financial Institutions; Access Bank, Diamond Bank, Fidelity Bank, Wema Bank, First Bank, United 

Bank for Africa (UBA), Sterling Bank, Union Bank, Citi Bank, Guarantee Trust Bank (GTB) and 

StanbicIBTC. The interviewed regulators are National Identity Management Commission 

(NIMC); Central Bank of Nigeria (CBN), andthe Nigerian Inter Bank Settlement System (NIBSS) in 

addition analysts from the Nigeria financial Intelligence Unit who are also users of the BVN as it 

relates to intelligence gathering were also interviewed .One of our research team member also 

used observation research method to examine people coming to the court and obtaining 

affidavit documents in natural settings or naturally occurring situations without their 

knowledge or that of the court.The outcome of the structured interview and observation 

validates the findings of the reviewed SARs data from the goAML reporting platform and 

documentary analysis conducted.    

 

BVN RELATED SUSPICIOUS ACTIVITY REPORTS: TRENDS AND 
PATTERNS IN NIGERIA 

 

8. The table below gives an account of suspicious activity reports (SARs) filled by the 

banking industry to the NFIU from2014 to first quarter of 2018through the NFIU goAML 

reporting platform. In 2014, the year CBN introduced the operation of the BVN within the 

banking industry, the NFIU database accounts for zero (0) SAR, the following year,2015 a total 

of Eleven (11) BVN related SARs were reported to the NFIU representing 0.2% of the total BVN 

submitted as detailed in Table 1. 
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9. As the operation and compliance with BVN accounts’ updates continued to grow 

amongst account holders in Nigeria, NFIU witnessed a jump in filed BVN related SARs 

concurrently. The NFIU observed a jump of 26.9% increase from 2015 to 2016 and about 22% 

between 2016 and 2017 on reported BVN related SARs. 

 

Table 1: STATISTICAL SPREAD ACCORDING TO YEAR (2014-1st Quarter of 2018). 

S/N YEAR SARs PERCENTAGE VARIANCE OF 2015 - 1st QTR of 2018 

1 2014 0  0.00% - 

2 2015 11  0.2% - 

3 2016 1754 26.9% 26.8%+ 

4 2017 3187 49.00% 22.03+ 

5 20181 ( 1stQrt) 1551 23.9%  

 TOTAL 6,503 100%  

 

From the analysis above, showing an increase in the number of SARs related to BVN, it is 

obvious that it has become mandatory that bank customers ensure that all their accounts are 

integrated to their BVN, a condition that enables access to conducting financial transactions 

across the banking sector in addition to ensuring a safe environment for financial activities 

within the industry. 

 
10. In the same vein, offenders of the BVN related SARs were also striving to manipulate the 

BVN features within the industry in order to maximize illicit financial gain of different forms. It is 

against this backdrop that Table 1 accounts for a total of one thousand seven hundred and fifty- 

four (1,754) BVN related SARs reported in 2016 representing 26.9% and three thousand one 

hundred and eighty - seven (3,187) SARs related to BVN in 2017 representing 49% of the total 

SARs evaluated within the period. 

 
11. If the total number of SARs filed in the first quarter of 2018 is 23.8% of the total six 

thousand five hundred and three (6,503) SARs filed within the period under review, then there 

is a strong indication that the trend will continue to increase and a high probability that by the 

end of the fourth quarter of 2018we might be looking at a 50% increase. This prediction 

requires a holistic evaluation of the security features and compliance process required for the 
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approval of any change in the BVN features of a potential account holder within the banking 

industry. A further analysis on the reasons for filling the evaluated BVN related SARs from 2015 

to 2018 will be discussed in the next section. 

 
REASONS BEHIND BVN RELATED SARs 
 

12. One significant observation noticed from the table below indicates that most of the 

SARs related to BVN filed to the NFIU were based on the suspicious occurrence where potential 

bank customers and/or offenders try to change their names without an appropriate 

documentation or legal instrument to prove and verify the new Identities contrary to the 

identities held in the BVN database. 

 
13. Out of the total SARs filed in Table 2, only One Hundred and Twenty (120) SARs 

representing 1.85% were reported to NFIU on the basis of suspicious activities of some 

customers trying to change their date of birth as against what was captured during the BVN 

enrolment exercise. The larger part of six thousand three hundred and eighty three (6,383) 

SARs representing 98.15% of the total detailed in Table 2 was filed based on the prevalence of 

suspicion of the account holders changing their names from the original names held within the 

BVN database.  

 
Table 2: CLASSIFICATION BASED ON REASONS FOR FILLING BVN Related SARs in 2015- 1st 

Quarter, 2018 

YEAR CHANGE IN 
NAME 

CHANGE IN DATE OF 
BIRTH 

TOTAL SARs 
 2015 –1st Qrt of 2018 

2015         11       -       11 

2016       1726       28      1754 

2017       3131       56     3187 

2018(1STQtr )       1515       36     1551 

Total       6383       120     6503 

% of SARs  
Classification  

 
      98.15% 

 
      1.85% 

 
     100% 

 

The NFIU interview with CBN also confirmed that “most of the fraud cases reported on BVN to 

the CBN are basically on change of names and dates of birth.8 This is because the CBN circular is 

flexible in allowing account holders to change their dates of birth once in a life time while name 

                                                           
8
 CBN interview by FIU interview, 12

th
 July, 2018 
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change is not limited to once in a life time but all these changes must be supported with 

verifiable evidences.9 

 

14. The evidence of a higher percentage of bank customers changing their names as 

detailed in Table 2 presumes the involvement of a potential fraudsters and financial crime 

offenders that are profiting from crime through the vulnerability of the banking industry. The 

typology study included in this paper further elucidates how BVN fraudsters can impersonate 

potential bank customers through identity theft and BVN features manipulation. 

 

DEMOGRAPHICS OF BVN RELATED SARS 
 

15. The BVN related SARs shows a great variation in gender classification of the bank 

customers, it is interesting to note that majority of the reported SARs as well as a 

disproportionately large proportion of account holders are female. This trend might be linked 

to change of names of potential female account holders after marriages in an ideal situation. In 

this situation, customers are expected to submit certain verifiable documents before an 

approval will be granted by the bank i.e. evidence of change of names notification as published 

in any of the National Newspapers, in addition to a court affidavit, marriage declaration, 

marriage certificates and any other documentary evidence to authenticate the new marital 

status. 

Table 3: CLASSIFICATION BASED ON GENDER 

YEAR GENDER SARs per year 

Male Female Unknown 

2015 2 5 4 11 

2016 410 1042 302 1754 
2017 970 2210 7 3187 

2018 605 853 93 1551 
TOTAL 1987 4110 406   6503 

% of SARs 30.56% 63.20% 6.24% 100% 
 

16. Notwithstanding this, the NFIU is concerned with the high statistics as shown in Table 3 

where 63.20% BVN related SARs where filled representing the female quota in the 

                                                           
9
 Access Bank/NFIU interview of 16

th
 July, 2018  
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demographics structure. This trend suggest the possibility of abuse by potential money 

launderer who understands the threat and/or opportunity that can be created using vulnerable 

women by changing their names in order to disguise illicit flows under ‘marriage cover’ in the 

quest to launder proceeds of crime. It is not uncommon that many of the reported Female BVN 

related SARs where filled by the banks as a result of lack of proper documentations required 

from potential account holders before approval can be granted for their change of names.  

 
17. Incidences of change of name is not a common phenomenon within the male gender in a 

global context. However, we observed higher number of male bank customers changing their 

names after the implementation of BVN solution within the banking industry. It is not unlikely 

that some of these male customers presented fake documents during the authentication 

process, which is the basis that lead to the filing of SARs. There were instances where some 

male customers requested to change their entire name, an indication/ red flag of fraud and 

identity theft, an attempt aimed at defeating the BVN solution and objectives. The 

demographic quota of the male gender suspected of changing their names or date of birth in 

Table 3 was 30.58%. This quota is relatively high while appraising the circumstances 

surrounding the phenomenon of change of names within the male gender. 

 
18. It is important to note also that about 406 account holders representing 6.24% of the 

total BVN related SARs renditions have their gender structure unknown ( this is due to 

insufficient information /data received from the reporting entities). 

 

THE DISTRIBUTION OF BVN RELATED SARS WITHIN THE NIGERIAN 
BANKS 

 
19. Table 4 explains the distribution/ volume of BVN related SARs submitted per Bank 

between 2015 to the first quarter of 2018. Out of the Twenty Four (24) banks listed in the table 

below, only Nineteen (19) banks submitted BVN related SARs to the NFIU. Six (6) of the banks 

representing one-quarter (¼) in the table did not file a single SAR to NFIU during the review 

period. This may be subject to the weak link in the BVN Enterprise Risk Management of these 

banks. Nevertheless, it is expected that all Banks have a robust BVN enterprise risk 

management administration especially for such banks as Enterprise Bank, FSDA Merchant Bank, 



10 
 

Mainstreet Bank (now Polaris Bank), Rand Merchant Bank, Skye Bank, and Wema Bank who 

within the period under review filed little or nothing on BVN suspicious activity reports. 

 

 

 

Table 4: BVN Related SARs PER BANK 2015 to First Quarter of 2018 

S/NO BANKS 2015 2016 2017 2018 
 (1st Quarter) 

Totalper 
Bank 

1 ACCESS BANK 0 61 18 2 81 

2 CITI BANK 0 0 4 0 4 

3 DIAMOND BANK 0 69 38 2 109 

4 ECOBANK 0 930 2049 558 3537 

5 ENTERPRISE(HERITAGE) BANK 0 0 0 0 0 

6 FCMB BANK 0 0 8 5 13 

7 FIDELITY BANK 0 1 29 15 45 

8 FIRST BANK 2 366 51 488 807 

9 FSDH MERCHANT BANK 0 0 0 0 0 

10 GUARANTY TRUST BANK 0 77 1 0 78 

11 HERITAGE BANK 0 0 15 0 15 

12 JAIZ BANK 0 1 0 0 1 

13 KEYSTONE BANK 0 14 9 1 24 

14 MAINSTREET BANK 0 0 0 0 0 

15 RAND MERCHANT BANK 0 0 0 0 0 

16 SKYE BANK 0 0 0 0 0 

17 STANBIC IBTC 9 96 302 186 593 

18 STANDARD CHARTERED  0 13 3 0 16 

19 STERLING BANK 0 0 368 233 601 

20 UNITED BANK FOR AFRICA 0 22 181 45 248 

21 UNION BANK 0 85 89 14 188 

22 UNITY BANK 0 17 15 2 34 

23 WEMA BANK 0 0 0 0 0 

24 ZENITH BANK 0 1 6 0 7 

 TOTAL 11 1754 3189 1551 6505 

 

20. In the above table, Jaiz bank rendered the least BVN related SARs, accounting for only 

One (1) SAR, followed by Citibank who also filed only four (4) SARs and then Ecobank had the 

largest number, three thousand five hundred thirty Seven (3,537), following in the distance was 

First Bank, who had Eight hundred and seven (807) BVN related SARs within the review period. 

Figure 1 is the graphical illustration of the top 10 banks in Nigeria that filed BVN related SARs to 
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the NFIU as listed in Table 4 above. The graph below shows a disproportionate representation 

of filled BVN related SARs among the banks. It is also important to note banks with relatively 

low incidences of SAR filing; Guaranty Trust Bank and Access bank filed Seventy eight (78) and 

Eighty one (81) BVN related SARs respectively, whilst Fidelity Bank accounted for 45 SARs, with 

Unity bank following behind with Thirty four (34).   

 

 

 

21. The next ranking category is Diamond Bank, Union Bank and United Bank for Africa 

(UBA), these three banks filed One Hundred and Nine (109), One Hundred and Eighty-Eight 

(188) and Two Hundred and Forty Eight (248) respectively and we categorized them as banks 

with moderate incidence of BVN related suspicious activities within the review period. 

First Bank, Sterling Bank and StanbicIBTC filed Eight Hundred and Seven (807), Six Hundred and 

One (601), and Five Hundred and Ninety Three (593) respectively, therefore, we ranked them as 

banks with fairly high incidence of BVN related suspicious activities. 

 

22. The bank that recorded the highest incidence of BVN related suspicious activities in the 

league of top ten banks in Figure 1 is Ecobank with a total of Three thousand five hundred thirty 

seven (3537) BVN related suspicious activities reports to the NFIU. This figure is higher than the 

total SARs filed by other 9 contender banks in the league. Fidelity Bank, Access Bank, Guaranty 

Trust Bank, Diamond Bank, Union Bank, United Bank for Africa (UBA), First Bank, Sterling Bank, 

and Stanbic IBTC put together and accounted for Two Thousand Seven Hundred and Fifty 

(2,750).  

 

0 
81 109 

3537 

45 
807 

78 593 601 248 188 

Figure 1: Graphical Representation of the Top 10 Banks 
with BVN SARs  
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23. It is no doubt that Ecobank BVN related SARs in Table 4 and Figure 1 requires a further 

in-depth analysis in order to clear all doubt associated with this pattern whereby a particular 

bank reported more than 50% of the total incidence of BVN suspicious activities between 2015 

to first quarters of 2018. Even though Ecobank reporting mechanism may look quite robust on a 

face-value, there is a need to further investigate the reasons why its potential customers were 

constantly involved in the violation of BVN solution. This will be of future research interest to 

explore the ‘consequences and vulnerabilities of regional banking in committing crime’.  

 

ACCOUNTS SUSCEPTIBLE TO INCIDENCE OF BVN SUSPICIOUS 
ACTIVITIES 

 
24. In Table 5 below, the vulnerability of account type within the Nigerian banking industry 

to incidence of abuse to the BVN solution is revealed. Across board, savings account appears to 

be more vulnerable than current. The savings accounts BVN related SARs account for Four 

thousand seven hundred and ninety two (4,792), representing 73.69% of the total vulnerable 

accounts in the below table. The percentage of susceptible current accounts to incidence of 

BVN suspicious activities within the banking industry accounted for 21.19%.  The statistics in 

Table 5 is further collaborated with interview responses given to the NFIU team during our 

engagement with the financial sector. According to Access Bank data, personal savings and 

current accounts are more vulnerable; mostly women (married), low income earners and 

deceased customers, corporate accounts have less incidences of BVN suspicious activity.  

 
Table 5: ACCOUNT TYPE WITH INCIDENCE OF BVN SUSPICIOUS ACTIVITY 

 
YEAR 

ACCOUNT TYPE 

SAVINGS CURRENT NOT STATED 
2015 6 2 3 

2016 1105 557 92 

2017 2510 507 170 

2018 (1st quarter) 1171 312 68 

TOTAL 4792 1378 333 

SARs by % 73.69% 21.19% 5.12% 
 

25. The statistics of unspecified account types was Three hundred and thirty three (333), 

representing 5.12% of the total reported incidences of BVN related SARs. These unidentified 
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accounts will probably include other categories of accounts held by other customers in the 

banking sector. 

 
26. The evaluation of this table affirms that accounts may appear low risk rated under the 

anti-money laundering (AML) regime and yet still be susceptible to money laundering offenders 

if reporting institutions continue to relax customer due diligence (CDD) principle in order to 

attract low risk customers in addition to striving to embrace the financial inclusion policy within 

the banking sector. Therefore, there is a need to ensure proper integration of products and 

accounts profiling within the banking industry with an enhanced risk based approach (RBA) for 

managing banks’ products and account types. In this vein, vulnerable products can be re-

classified for enhanced due diligence. Products Risk Based Matrix Evaluation (PRBME) is 

submitted in this paper as a solution to combat bank products risk challenges within West 

African Region and particularly in Nigeria. This is a project for future design and 

implementation. 

 

BVN RELATED SARS LOCATIONS AND CRIME TRENDS IN NIGERIA 
27. In Criminology, scholars often analysed crime inrelation to the ‘hotspots’, these are 

reffered to as locations where countries record high prevelence of crime. According to National  

Figure 2: BVN Related SARs Location Mapping, 2015-2017 
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Bureau of Statistics (NBS), Abuja and Lagos recorded the highest crime rate in Nigeria in 2016.10 

In this report, a total of Fifty eight thousand five hundred and sixty six (58, 566) crime cases 

were reported in Abuja and Lagos alone for the period under review. 

The crime report showed that Lagos had the highest crime rate of Forty five thousand three 

hundred and eighty five (45,385) and Federal Captal Territory (FCT) is the second highest with a 

crime rate of Thirteen thousand one hundred and eighty - one (13,181).  

 
28. Noteworthy, the BVN related sucipicious activity reports of the NFIU also 

corroboratedthe 2016 crime statistics of NBS. The SARs mapping in Figure 2 revealed that Lagos 

state accounted for the highest incidence of BVN related SARs filing with a total of Three 

thousand five hundred and twelve (3,512) while FCT had the second highest number with a 

total of Eight hundred and thirteen (813) BVN related SARsbetween 2015 to 2017. Kaduna 

accounted for Three hundred and two (302) SARs; Gombe, One hundred and fifty (150) SARs; 

Kano, Twenty five (25) SARs; Akwa Ibom, Twenty (20) SARs; and One Hundred and Twenty eight 

(128) SARs have the location unknown. Plateau and Rivers accounted for the lowest incidence 

                                                           
10

Premium Times. Access on 30 May, 2018:https://www.premiumtimesng.com/news/top-news/233908-abuja-
lagos-record-highest-crime-rate-in-nigeria-in-2016-nbs.html 
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of suspicious activity reporting with One (1) filed at each of these locations in the above 

mapping. 

 
29. Drawing from the findings above in relation to NBS crime statistics in 2016 and NFIU 

analysis of BVN related SARs mapping in Figure2 there is asimillar pattern, revealing Lagos and 

Abuja as the major hotspots cities where crime rate and BVN related incidence of suspicious 

activity in Nigeria is the highest. It is important to also note that a commercial city like Lagos 

will attract investors both locally and internationally, with the intention of 

establishinglegitimate bussinesses, likewise such cities are also vulnerable to criminal elements 

that will seek for illegitimate  opportunities to perpetrate crimes both within and outside the 

country. 

 
30. Furthermore, Abuja, as the Federal Capital Territory of Nigeria could be presumed as a 

hotspot for public sector corruption. 

 
31. Another pattern observed in the mapping shows Gombe state recording relatively high 

incidence of BVN related SARs of a Hundred and fifty (150)in the North-Eastern part of Nigeria. 

This was higher than the Twenty five (25) BVN related SARs filed in Kanowithin the review 

period, with Kano state  being  the most populous and highest commercial city within the 

Northern States of Nigeria, it would have been expected that  Kano would record higher BVN 

related SARs than Gombe in an ideal situation, considering the population and the volume of 

commercial activities that usually takes place within the state.Consequently, there is a high 

probability that low reporting of BVN related SARs in Kano could be directly linked to the high 

volume of cash based transactions i.e most business transactions are conducted outside the 

financial system whichincludes other underground economic activitiesin operation within the 

state. It can also be deduced from these findings that there is a high probablity that Kano state 

may account for one of the states with the highest number of the unbanked population in 

Nigeria. 

 
32. Accordingly, withGombe strategically located at the centre of Bornu, Yobe, Adamawa, 

Taraba and Bauchi(see Figure 2 above on location mapping of  BVN related SARs, 2015-2017). 

Gombe’s strategic gateway is important in analysing the operation of the Militant Islamist 

group, Boko Haram that has been waging insurgency in the North-eastern part of Nigeria since 
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2009. This invariably means that for Gombe being the only North-east state with incidence of 

BVN related SARs suggests that the operation of the banking industry in that state could be 

susceptible to terrorist organisations. Terrorist networks can explore this strategic gateway to 

infiltrate the banking industry, whereby they will abandonareas tagged as suspicious locations, 

such as Maduguri in Bornu state and operate their accountsfrom less suspicous locations like 

Gombe. This will conceal the financial transactions of the terrorist group since the attention of 

the law enforcement agencies (LEAs) are usually more focused on the crime hotspots areas and 

perh aps not the gateway states. 

 
 
 
 
 
 
 
 
 
BVN FRAUD RELATED TYPOLOGY AND CASE STUDY 

Text Box 1: How bank worker and syndicate use stolen SIM cards to steal millions from 
customers’ account through BVN impersonation fraud11 

An employee of a bank, one Mr. A, allegedly helped fraudsters to steal millions of naira from customers using a string of 
impersonators. The bank worker, until his arrest, was serving at the ATM Customers Service Unit, at the bank’s head office 
in Victoria Island, Lagos.  He was arrested along with five other members of the syndicate following a report against their 
nefarious activities by the bank’s top management team. Together, the gang had allegedly removed over N20 million from 
accounts belonging to various customers. Luck ran against the banker after the police team arrested the leader of a gang 
of pickpockets, Mr. B, in Lagos. In his confession, the street thief told the police how Mr. A and his gang encouraged him 
to continue to steal phones. Mr. B alleged that the gang’s interest was mainly the SIM cards of stolen phones. After his 
arrest, he led police to the homes of those who have been collecting SIM cards from him. Although he alleged that he was 
not aware that Mr. A and his group used the SIM card to remove money from the accounts of customers. 

Narrating how his gang removed several millions of naira from victims account, Mr. A said all that was needed for the 
illegal transfer to succeed is the customers SIM card, stressing that any account holder who does online transaction has 
his or her Bank Verification Number (BVN) number stored on his or her phone. Mr. O and Mr. D are referred to as the 
gang “shooters”. What it means is that they can remove bank secret code numbers, particularly BVN from phones. The 
moment any member of the gang lays his hand on stolen SIM cards, they would dial the USSD number to access the 
owner’s BVN. That is if the owner does online banking. Once this is done, they would send Mr. A the six last digits with 
which he uses to access the owner’s account. His job is to ascertain how much is in the account and at times, help transfer 
money to the person who provided him the information. The gang can then transfer at least N200,000 per transaction 

                                                           
11

 The Guardian Newspaper by: Odita Sunday. Available at: https://guardian.ng/news/how-bank-worker-syndicate-use-stolen-
sim-cards-to-steal-millions-from-customers-account/ 
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into their own account from where they would have easy access to the stolen funds.  

Mr. A, the banker, as he is addressed by members of the gang also revealed that, aside helping the gang to generate 
information of account holders, he also provided the gang with telephone numbers of victims. He disclosed in his 
statement to the police that, sometimes, the gang would do a welcome back of some of the telephone numbers he 
generates. He said: “What happens in this case is that the original owner of the line would not be able to make or receive 
calls. All calls or text messages on such numbers can only be accessed by the person who did the welcome back, the 
impersonator. The gang members are staff of telecommunication providers. These set of people are the ones who do the 
welcome back for the gang on any number to be profiled.” 

Lagos State Police, who confirmed the arrest said the gang, transferred money from a victim’s account and that the 
money was then laundered through a series of bogus names before being moved into their individual account to prevent 
it being discovered. He said that one of the victims lost more than N2 million after the gang used a fake welcome back 
telephone number in the account holder’s name to set up two transfers over three days. A customer with N200 million in 
the bank only escaped becoming a victim when they were arrested. 

 

33. The typology presented herein is drawn from a case study published on 25thJanuary, 2018 in 

the Guardian Newspaper. It revealed the techniques and methods used by BVN identity theft 

offenders in Nigeria. 

 
34. The techniques used in this case study have to do with the stealing of victim’s mobile 

phones, cloning of their victim’sSIM cards with the connivance of an insider within the 

telecommunication service provider to impersonate the victim’s identity via the bank 

verification number (BVN) to steal funds from the victim’s account with the aid of another 

insider in the bank. The methods of laundering include the use of insider’ knowledge to 

ascertain customers (victims) account balances, illegal transfer of funds from victim’s accounts 

and the use of bogus names as money couriers to transfer funds to offenders’ accounts. 

 
35. The above case study illustrates how a robust banking reform like the BVN solution 

could be vulnerable to insider–abuse via fraudulent bankers and counterpart criminals in the 

telecommunication companies. This case study revealed a social network for committing crime 

whereby public and private sector professionals and criminal actors are working together for a 

common goal and diverting the illicit proceeds of crime to their accounts. This is an indication 

that criminal networks will always get smarter than the state actors after the deployment of 

any anti-crime solution such as the BVN solution. It is therefore pertinent to note that at the 

early stage when  an anti-crime solution is deployed, the criminal ‘business’ model will be 

curtailed but with time, offenders will decode the security features of such solutions, in other 

to understand the business and security architecture of such anti-crime models.  
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36. This argument confirms paragraph 10 and 11 of this paper, where the NFIU witnessed 

an unrealistic jump in the BVN related SARs filed between 2016 to first quarter of 2018, in 

essence this shows that BVN fraud will continue to strive within the banking industry if there is 

symbiotic relationship between bank staff and criminal networks in Nigeria. Invariably, the 

higher the incidence of BVN related SARs within the banks, the higher the success of BVN 

related fraud in Nigeria. This prediction calls for a robust synergy and collaborations between 

the Nigerian AML/CFT stakeholders in other to discourage BVN fraud within the banking sector. 

It is important to note at this junction that The Nigerian Communication Commission (NCC) 

plays a critical role at ensuring that BVN related fraud is considerably minimized. 

 

 
 
 
 
 

FACTORS UNDERMINING BVN SOLUTION: NFIU STRUCTURED 
INTERVIEWS WITH THE BANKS AND RELEVANTREGULATORY 

AGENCIES 
 

37. The major impediment undermining the operation of the BVN in Nigeria is attributed to 

inexistence of a legal framework for its operations12. The BVN reform was done in a hurry to 

safeguard the integrity of the financial sector in Nigeria. Notwithstanding this, National Identity 

Management Commission (NIMC) is the only establishment authorized to register and identify 

Nigerians under its Act. The NIMC Act, section 27 made it mandatory for all account holders to 

have the National Identity Number(NIN) for the operation of their accounts. The NIN is an 11 

digit number issued by NIMC to 16 years old Nigerians and legal residents with demographics 

and biometrics features of the person including finger prints and NIMC is about to activate the 

iris feature of its software.  This will give NIMC the opportunity to have three key factor 

biometrics authentication platform channels. The NIN was supposed to be the basic 

requirement to identify Nigerians before they can be assigned any bank number13. 
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Nevertheless, the NIMC infrastructural capacity to achieve this mandate was not ready as at the 

time the BVN reform was implemented14. Notwithstanding, CBN in collaboration with NIBBS 

went ahead to spearhead this project without partnering with NIMC at the commencement of 

the BVN project. 

 
38. This major setback constituted the current situation which suggests that periodically, 

NIBSS shares its data with NIMC for harmonization purpose15. As synchronization of data helps 

to ascertain if the demographics and biometrics feature of the shared data exist in the NIMC 

database. This process enables NIMC to issue new NIN to bank customers who do not have one. 

NIMC often send bank customers’ text messages informing them to come and register for their 

NIN, this process is facilitated as a result of the harmonization process from NIBBS. 

Furthermore, after harmonization, the BVN data shared with NIMC are then attached to 

existing and newly issued NIN before being transmitted back to NIBBS, this process enables 

NIMC to flag bank customers with multiple BVN. In a particular case a bank customer was found 

having four (4) BVN during the harmonization process16,this process exposed many account 

holders with multiple BVN.  This type of scenarios were further buttressed by analysts in the 

NFIU who also affirmed that the BVNs of some individuals were linked to the accounts of other 

persons on the BVN validation portal. Accordingly all observed deficiencies flagged are shared 

with NIBBS to facilitate the deactivation of accounts with multiple BVN.17 In addition, it is 

important to note that interviews with the banks also affirmed that bank customers had been 

found to have multiple BVN when consummating financial transactions within the banking 

sector.  

 
39. Infrastructural challenges as it relates to biometrics capturing in a seamless and 

accurate manner within the banking sector is deficient.18 The BVN enrolments and updates are 

not captured online real time, this slows down the operational efficiency of the bank and 

reduces customers’ satisfaction19. Sometime it takes NIBSS up to 5 (five) days to process BVN 
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enrollments and updates received from the bank’s end20. Additionally, the BVN data format of 

NIBSS is not compatible with that of NIMC21making the harmonization of data and identity 

verification between the two institutions take a longer process. The procedure requires manual 

cleaning of data by NIMC, it is pertinent to also note that this rigorous cumbersome process 

would have been avoided/addressed if NIMC was involved from the commencement of the 

BVN. This major challenge has reduced the effectiveness of both institutions making it difficult 

for NIMC to assign NIN to a potential bank customer whose BVN cannot be generated without 

NIN. 

 

40. The lack of an efficient synchronization process, hindered by compatibility challenges 

has prevented the banking industry and NIBBS from using the existing National Identity Number 

of potential bank customers, which could simply have been achieved by pulling the NIN 

enrolment details with biometrics and demographics information from NIMC database. It is no 

doubt, that when this impediment is resolved, the NIN generated by NIMC can be easily 

synchronized into the BVN database and new bank customers with their NIN will no longer 

require to re-enroll for BVN in the banking hall22. 

 
41. In addition, the current BVN infrastructural architecture is not adequate for capturing 

information of the physically challenged persons23, there are some bank customers who have 

distorted skin, others have disabilities which include injuries, fire burn and cut off finger. It is 

important to note also that customers who are in diaspora are finding it difficult to enroll and 

update their BVN profiles due to operational and infrastructural challenges associated with the 

BVN administration24 as many customers currently have their accounts dormant in various 

banks in Nigeria. Customers presently in this category have been barred from conducting 

transactions within the financial institutions in Nigeria due to their inability to successfully 

enroll for BVN. 

 

Table 6: Sample Bank List of Dormant and Deceased Accounts without BVN 
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S/N BANKS ACCOUNT WITHOUT BVN 
1.  DIAMOND BANK  1, 200,000 

2.  ECOBANK  3, 000,000 
3.  WEMA BANK   63,557 
4.  STANBIC IBTC 285,000 
5.  STERLING BANK  1,206,009 
6.  UNION BANK 1,001,006 
7.  CITI BANK  26 
8.  GTB  4, 400,000 
9.  FIRST BANK  4,209,627 
10.  UBA   3,582,563 
11.  FIDELITY  1,665,858 

       12. ACCESS BANK   1, 600,000 
       13. Total 22,213,646 Accounts 

 

42.  Detailed in table 6 above is the number of inactive bank accounts from 12 banks out of 

the 24 commercial banks in Nigeria, which is put at approximately 22.2 million, note that this is 

higher than the total number of active bank accounts in Ghana which was 11.6 million in 2017 

by Ghana Web25. The position of this research presumes that many bank customers are 

currently been debarred from the financial system due to their inability to enroll for their BVN, 

note also that the data collected on the field from the 12 (twelve) commercial banks visited also 

affirmed this. Consequently, the introduction of BVN has indirectly excluded a high percentage 

of persons from the financial systems, invariably to the detriment of the financial inclusion 

policy, noteworthy is the fact that within the West African Region, Ghana is the leading country 

with the most robust financial inclusion strategy26. Approximately there are about 22.2 million 

dormant accounts that are not linked to BVN and they are currently on post no debit (PND)27. 

These include inactive accounts of customers in diaspora who are unable to enroll for BVN in 

their various locations across the globe. Invariably, many transactions and remittances to 

Nigeria would now be channeled through other platforms mostly the informal sector where 

BVN is not a requirement for consummating financial transactions. This major gap could be 

dangerous for financial inclusion mainly because the informal and unregulated sector would 

now be the most widely used channel of financial flows from customers in diaspora.      
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43. Note that the statistics in Table 5 above include inactive accounts that are related to 

deceased persons, non-availability of a robust data base to account for the records of deceased 

account holders in Nigeria is also a major challenge that needs to be addressed.  Alongside, the 

federal government also inferred /deduced that majority of the inactive accounts belongs to 

dead corrupt public offenders and therefore called for the seizure of these monies. It was 

against this backdrop that the Federal Government took banks to court to confiscate funds in 

the inactive accounts that are not linked to BVN.   

 
Text box 2: Account without BVN and Deficit Legal Framework to Confiscate Illicit Funds    

The BVN case that was in court, when federal government was trying to seize all 
fund in account not linked to BVN. The reason this case was throw out was 
because up till date BVN is not backed by a law. What the stakeholder should 
have done from the beginning is what they are doing now. Because some of the 
people who are trying to by pass this process are powerful people, now if we 
push it to the National Assembly they will try to push buttons to people they 
have in those agencies not to let it fly. So the regulators need to come together 
to make a proper analysis of the case that will be presented to the National 
Assembly. This will require a lot of publication and sensitization

28
. 

 

The lack of a legal framework for the implementation of BVN prevented the Federal 

Government from taking ownership of purported illicit funds in accounts that are not linked to 

BVN in the financial institutions 

 
44. Noteworthy, there is presently also no data protection law in the country to protect the 

sensitive data of Nigerians captured during BVN registration. This makes biometrics information 

of the Nigeria citizens to be susceptible in the hands of registering institutions, such as telecoms 

providers and other institutions that cannot guarantee and protect demographics and 

biometrics information taken from Nigerians on a regular basis. NIMC has submitted its data 

protection bill to National Assembly and when this bill is passed, it will prevent all other 

institutions in Nigeria expect NIMC from capturing biometrics information of Nigerians29. The 

passage of this act will further raise more controversial issues on whether financial institutions 

will be able to continue the BVN enrollment of their potential customers. Also, the data 

protection act will prevent NIBBS from having absolute control over the BVN data framework.          
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45. Another red flag that can be attributed to the challenges surrounding the BVN 

registration is that there is no stringent control existing in the Nigeria Courts for the issuance of 

affidavits for name change, age and marriage declarations. The ease of procuring these 

affidavits without proper verification and/or any form of identity authentication is worrisome. 

The non-existence or accessibility of the courts to the ‘central identity database’ to verify 

/ascertain the identity of Nigerians makes it easy for individuals to change their names or dates 

of birth more than is allowed by law. People walk into the court premises; swear affidavits for 

change of name, age including marriage declarations as many times as possible without 

caution. 

 
46. Another major challenge observed is that there is no known standard for approval of 

name change within the banking sector. Some banks ask their customers to present newspaper 

publication as evidence of name change while some don’t ask30. Even though there is a CBN 

regulation on change of name for BVN purpose, many banks agreed that the circular on the 

change of BVN demographics information is weak, thereby making them not too comfortable 

with the regulation, emphasizing that the regulation is inadequate compared to the risk 

associated with changing BVN demographics information.  

 
47. The circular from CBN to financial institutions on BVN related issues as issued in 

February, 2016 seems not to address the issue of name change as it should. The circular did not 

limit the number of times an individual can change his/her name in a life time. As long as 

he/she limits it to twice in a year it is acceptable. Fraudsters are taking advantage of this 

window to manipulate the system by changing their names twice every year to assume 

different identities as long as the banks continue to allow changes to their details. Hence, most 

banks are using in-house risk based approach for their approval, therefore different banks 

request for different documents before effecting any change of names for their customers. 

Notably, this is the major reason why some banks reported more BVN related SARs than others. 

Usually customers are allowed to change their names and then this activity is reported to CBN 

and NFIU as suspicious or notification of customer name change, thereby pushing the risk 

associated with BVN to the NFIU to ascertain and fish out the real suspicious activities.  
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48. Interviews with CBN and the financial institutions revealed also that consumers’ 

education and enlightenment on BVN is relatively very low as many bank customers have given 

away sensitive information such as their BVN to crime perpetrators due to ignorance. Many 

times bank customers have unknowingly revealed their account details including BVN to a 

stranger guiding them on how to use Automated Teller Machines (ATMs) and Debit Cards at a 

potential pay point.31 Furthermore, the CBN needs to educate financial institutions as well as 

customers on the need to protect their financial information from fraudsters and other 

offenders.  

 
49. Electronic payments methods are very dynamic, it keeps changing constantly and the 

availability of malicious software that can easily compromise controls put in place by the 

financial institutions and regulators is a major challenge. The malicious software is often used 

to steal financial information and BVN to conduct electronic payments. In addition, the use of 

Unstructured Supplementary Service Data (USSD), sometimes referred to as "Quick Codes" or 

"Feature codes" a communications protocol used by GSM cellular telephones to communicate 

with the mobile network operator's computers in electronic payment transactions are very 

vulnerable in Nigeria. USSD operates just like your SMS for mobile money transactions, it is a 

weak protocol used mostly in developing countries to move money through mobile phones. In 

some developed countries, such as Europe, the use of USSD for consummating banking 

transactions is unlawful and prohibited32. It is not surprising that the abuse of 

telecommunication, including SIM swap to commit fraud is on the increase. NCC needs to step 

up its regulatory role over the telecommunication providers often times these companies have 

wrongfully reallocated phone numbers linked to customers’ account to fraudsters in 

committing crime33.The success of most electronic frauds involving SIM swap usually always 

have an insider connivance, it is therefore very important that costumers are educated on the 

controls in place in the bank. 

 
50 Slow response of law enforcement agencies to the control chain also encourages 

fraudsters in Nigeria. BVN offenders believe that they can always get away with most crimes 

when committed, basically because the LEAs do not have adequate provisions of gadgets 
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needed to promptly respond to these types of fraud. Poor Inter agency cooperation between 

CBN, NIBSS, NIMC and lack of effective collaboration with Nigerian Communication Commission 

(NCC) is equally a challenge34. For instance, if all relevant stakeholder agencies were on board 

from the beginning of the BVN reform, the huge number of staff deployed for the 

harmonization process of the BVN data by NIMC, which is cumbersome and time consuming 

would not have been necessary.35 

 

SUMMARY OF FINDINGS, CONCLUSION AND RECOMMENDATIONS 
 

51. Analysis from this paper revealed a number of findings in relation to the abuse of BVN 

solution within the banking industry as informed in the submitted suspicious activity reports 

(SARs) held in the NFIU database. 

 
52.  The study has established an outrageous increase in the submitted BVN related SARs to 

the NFIU. This increase is linked to the manipulation of BVN security and unique features by 

potential offenders in order to maximize illicit financial flows within the banking industry. 

 
53.  Evidence suggest that the most prominent reasons for filing BVN related SARs to the 

NFIU by financial institutions is mainly on the suspicion that bank customers and/or BVN 

offenders attempt to change their names, dates of birth as against what was held in either the 

bank records or BVN database. The ease of procuring legal instruments, such as court affidavit 

and marriage declaration in the Nigeria courts could be linked to this finding. Therefore, the 

demographics analysis of this study suggests that female account holders are more vulnerable 

to money launderers using ‘marriage cover’ under BVN related crime. 

 
54. The SARs statistics revealed that one-quarter (¼) of the banks in Nigeria are not 

complying with the rendition of BVN related SARs. The non -compliant banks amongst others 

are Enterprise Bank, FSDA Merchant Bank, Mainstreet Bank, Rand Merchant Bank, Skye Bank, 

and Wema Bank. 
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55. A potential finding revealed the top-ten banks where incidence of BVN related SARs 

were filed. It is interesting to note that a particular bank in the league recorded the highest 

incidence of BVN suspicious activities within the review period. Ecobank BVN related SARs were 

higher than the total SARs filed by the other nine (9) banks put together in the league.  

 
56.  The study has established that savings accounts are more susceptible to the abuse of 

BVN suspicious activity within the banking sector. The most interesting finding of this study are 

‘hotspots’, the locations where incidence of BVN related SARs are prevalent. Lagos and Abuja 

accounted for the highest incidence of BVN related SARs and this corroborates with Nigeria 

Crime Statistics conducted by the National Bureau of Statistics (NBS) in 2016. 

 
57. The geographical mapping revealed Gombe as a gateway in the North-east and the only 

location where BVN related SARs were filed. This suggests another crime pattern, whereby the 

terrorist groups could operate accounts and manipulates their BVN features from less troubling 

states in the North-east in order to divert the attention of the LEAs from the terrorist activities 

that is prominent within the zone.     

 
58. The case study revealed the existence of insider-abuse in the BVN manipulation and 

identity theft within the banking industry. Therefore, any BVN offenders that operates a social 

networks within the banking industry would most likely not have their SARs filed. Consequently 

such transactions can only be discovered with the intervention of the LEAs.  

 

RECOMMENDATIONS 

59. Our focus will be on the gaps observed in the course of this research work in Abuja and 

Lagos with the aim of proffering actionable solutions that will assist the banking industry and 

regulatory agencies and other relevant stakeholder agencies responsible for the 

implementation of BVN and identity management in the country. The recommendations of this 

strategic product will be in three (3) stages. The first category will address the banking sector 

and the second phase will advise the Nigerian Inter Bank Settlement System (NIBSS).The third 

stage will address the regulatory institutions, these are: Central Bank of Nigeria (CBN), Nigeria 
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Identity Management Commission (NIMC), Nigeria Communication Commission (NCC), and 

Nigeria Judiciary Commission (NJC). 

 

 

Advisory to Banking Industry  

60. It is no doubt that encouraging change of customers’ names and other unique features 

of BVN such as, change of date of birth without proper identification and legal instruments to 

ascertain the authenticity of the rightful account holder will defeat the objective of the 

implementation of BVN biometrics solution. Thus, the banking industry should embrace a more 

robust enterprise risk management system to fish-out offending customers and insider abusers’ 

that are manipulating the security features embedded in the BVN solution in committing crime 

in Nigeria. This will necessitate the banking industry to put in place a secure hardware, software 

and encryption of information transmitted through the BVN Solution36. In addition, we 

recommend the banking industry to grant approval for customers’ BVN demographics 

information change on a risk based approach, this will strengthen any deficit observed in the 

regulatory framework.  

 
61. The findings from Table 5 and expert interviews conducted with banks in Lagos revealed 

that savings and personal accounts are more vulnerable to the frequent changes that are 

witnessed in the submitted suspicious activity report filed by the banking industry to the NFIU. 

Therefore, banks should keep a close watch on low risk products, such as savings and personal 

accounts and this would require the banking industry to review and/or implement a functional 

Products Risk Based Matrix Evaluation (PRBME) framework to help proffer solution to mitigate 

low and medium risk products that are transforming to high risk. It is important to mention that 

rule based and regulations alone cannot combat illicit financial flows.  

 
62. The banking industry needs to increase consumer’s education because most fraud 

occurs due to poor consumer education, when a consumer is not properly and adequately 

educated on how to protect his or her banking and other sensitive financial confidential 

information, fraudsters will take advantage of such ignorance. The recent good news from the 

banking industry in Nigeria is that fraudulent customers are now being BVN watch-listed. When 
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customers are found to be fraudulent their BVN is flagged on the NIBSS database and they are 

cut-off the financial system. It is pertinent to note also that cutting off customers, i.e. DE risking 

practices which threatens to cut off access to the global financial system can be counter 

effective since the keeping of individuals and businesses in a regulated financial system is a 

precondition for effective systems which invariably enables the mitigation of risks and 

combating of financial crimes. The financial Sector should be cautious in this regard so as not to 

turn away customers, most crucial vulnerable customers who are being watch listed due to 

poor consumer education, thereby forcing customers to conduct transactions through 

unregulated channels. This will in addition threaten progress made in the area of the financial 

inclusion, hence intensifying customer education is key to avoid the exploitation and erroneous 

watch listing of vulnerable customers 

63. It is shocking to also note that illiterate bank customers are still seeking help from 

strangers to guide them during their financial transactions at all levels while conducting 

transactions at payment points, it is therefore pertinent that the banking industry creates the 

needed awareness to educate the populace on how to use their ATMs at payment points, 

warning on the eminent dangers of divulging their BVN, pin codes etc. in addition the dos and 

don’ts for online transactions on the internet should also be shared. However the channel for 

disseminating this information is key in other to ensure effective communication, partnering 

with the Federal Ministry of Information and National Orientation through the media via jingles 

on radio and television stations would be an effective means of reaching the public, it is 

important to ensure this is done the major languages in the country.  Banks must invest more in 

ensuring that products advertised by the banks are simple and easy to understand for the 

average uneducated Nigerian, this can be effectively achieved if the banking sector explores 

adequately other forms of communication apart from English language. 

64. The banking industry must collaborate and improve on their information sharing 

capabilities, the drive to protect their customers’ interest, information and bank reputation 

should be taken seriously. For instance, when fraud is involved, banks must collaborate and 

ensure that information flows in a seamless and timely manner to mitigate serious damage to 

the larger financial system. There should not be a leakage to the compliance of the BVN watch-

listing framework of NIBSS, it is becoming very necessary that banks should ensure effective 
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collaboration and peer reviewing of the watch-list framework of each other so as to achieve 

total compliance to this list. 

65. The banking industry should endeavor to do thorough checks to ascertain the credibility 

of any staff so as to ensure that BVN information is treated with high confidentiality. The case 

study of this research shows how a bank worker connived with a criminal group to steal millions 

of naira from potential bank customers using BVN impersonation fraud. The banking industry 

must as a matter of policy put in place measures that will address insider abuses that 

constitutes as the highest risk to BVN identity theft and other financial malpractices within the 

banking industry. Therefore, encouraging continuous personnel audit and discouraging single 

line of approval for any banking operation including the alteration and correction on any 

identity related application. 

 
66. It is no doubt, that technology and social engineering has helped in making financial 

transactions fast and convenient but at the same time it has unlocked several vulnerabilities for 

the banking industry as well as for its customers. The need to have strong security features that 

will help in reducing electronic payment frauds like USSD related and SIM swap fraud is very 

important. Any USSD and other relevant electronic transactions that are not properly verified 

and authorized should be stopped by financial institutions. This can be achieved by deploying 

an Artificial Intelligence (AI) framework that will help monitor suspicious activities related to all 

sorts of illicit financial flows and electronic payments fraud.     

67. Finally, banks should consider investing more in Automated Teller Machines (ATM)and 

Point of Sales (POS) that are biometric sensor enabled. This will replace password and pin 

transaction authentication method currently in use in Nigeria. Implementation of biometrics 

authentication for bank transactions will enhance financial system integrity in Nigeria. These 

biometrics sensors can come in the form of dongle or hardware which will be connected to 

ATM sand POSs for use by bank customers whenever transactions are to be consummated 

using these payments platforms. Banks should also consider designing biometric sensor 

programme that can be installed into smart phones for customer to download and utilize to 

authenticate banking transactions. This would help to prevent and monitor economic and 

financial crimes in Nigeria.  
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Advisory to NIBSS 

68. The business process workflow of the BVN is not explicit enough, thereby limiting the 

understanding of the banking industry on how to explore the potential features of BVN 

solution. To this end, we advise NIBSS and the banking sector to come-up with a more robust 

business operational manual for the BVN.  

69. In addition, we noticed multiple BVN allocation to some individual and BVN data 

inconsistency during our fieldwork in Lagos and the NFIU desk review of this project. This has 

been linked to existing gaps in the core-banking legacy data and the BVN enrolment data 

capturing process. Therefore, we suggest a unique and systematic way of synchronizing 

identification information of the core-banking legacy data with that of the BVN data platform 

during enrolment stage to avoid discrepancy in the BVN data structure.       

70. NIBSS should ensure a stronger synergy with NIMC to ensure that a proper identification 

programme is in place for account holders in Nigeria. This will enhance positive outcomes with 

the harmonization of BVN data, which is currently overwhelming for NIMC. It is important for 

NIBSS to come up with an effective actionable strategy to address the deficient legal framework 

for its BVN operation, this to a large extent will require cooperation between NIMC/NIBSS. 

 
71. Full optimization of BVN biometrics solution is important, NIBSS needs to activate the 

‘Iris sensor ‘that will address the issues faced by the physically challenged customers, who were  

excluded from the financial system due to infrastructural deficit which limits BVN solution to 

fingers-printing alone. NIBSS should consider deploying a three level solution of biometrics 

authentication, i.e. finger print, visual recognition and iris authentication.  

 
72. Nigeria Inter-Bank Settlement System (NIBSS) needs to create a BVN database linked to 

the transactions of Politically Exposed Persons (PEPs). This will help in tracking any illicit 

financial flows linked to misappropriation of funds / embezzlements and public corruption 

within Nigeria. In addition we recommend that NIBSS should routinely generate monthly or 

quarterly watch-listed records of PEPs and share it with the NFIU for intelligence analysis 

purposes. 

 
73. Implementation and operation of Artificial Intelligence (AI) driven watch-listing would 

require NIBSS to interact with relevant databases both locally and internationally, such as that 



31 
 

of MasterCard which would enable access to their robust watch-listed customer’s database that 

profiles for illicit financial flows. 

 
74. NIBSS should liaise with CBN to ensure that all financial institutions adhere strictly to the 

policy of BVN offenders’ watch-listing. Significantly, system audit should be able to track BVN 

peer-review collaboration among the financial institutions in Nigeria.    

 

75. NIBSS in collaboration with financial institutions and the relevant stakeholder agencies 

should publish and circulate restricted information on deceased customers and condition for 

reactivation should be stringent so that instances of fraud will be reduced.  

 

ADVISORY AND RECOMMENDATION TO REGULATORY AGENCIES 

76. A weak regulatory framework will produce weak systems and vulnerable financial 

institutions, in the same vein, a strong regulatory framework connotes stronger financial 

system with integrity and institutional prosperity.  There are standards and procedures that 

need to be put in place to address observed gaps noticed in the identity management 

operations, a core mandate of NIMC. Included also in this list is the Nigeria Communication 

Commission (NCC) and the National Judiciary Commission (NJC), these two institutions have 

major roles to play in ensuring that an effective identity management system is in place. This 

we believe will safeguard and foster a robust regulatory framework for Identity management in 

Nigeria. We therefore, seek to make the following recommendations as highlighted below to 

each of the relevant regulatory/ supervisory agencies, competent authorities including 

stakeholder institutions. 

Advisory to the Central Bank of Nigeria (CBN) 

77. The CBN as the major regulator for all financial institutions needs to enhance its 

supervisory roles and functions in overseeing the activities of the institutions under its control. 

Therefore, we suggest that aggressive regulatory framework is required to counter current gaps 

that exist in the operation of the BVN in Nigeria, most importantly the flaws identified in the 

BVN legal framework. Our findings revealed that the circular guiding approvals for change of 
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BVN demographics information is weak, therefore, some banks are taking a risk based approach 

to address this weak-link. The banks believe that giving customers the opportunity to change 

their names twice a year is not good enough, however the circular is very clear for changes that 

relates to date of birth. 

78. Consequently, we recommend that CBN comes up with a robust and stringent circular 

that prohibits continuous changing of name by bank customers. In addition, the system should 

be modified in such a way as to trigger fictitious changes linked to BVN biometric data of 

individuals over a specific period of time. 

79. CBN should also come up with a more flexible policy to capture BVN registration for 

customer accounts in the Diaspora. This will further strengthen the financial inclusion strategy 

and the number of inactive accounts belonging to customers in Diaspora would be activated for 

banking purpose. This will ensure that the financial transactions of people in Diaspora will not 

go under the radar/ un-captured and seamlessly integrated into the informal and unregulated 

sector. 

80. An actionable policy to address inactive accounts belonging to deceased persons will 

require CBN to partner with National Planning Commission (NPC) including Hospitals and other 

relevant stakeholder agencies to develop a robust centralized deceased register/ database that 

captures detailed information of all deceased persons in Nigeria and ensure a process is in place 

to archive these accounts/ records as indicated in the law for 5yrs after settlement with their 

potential relatives. 

81. It is essential for CBN to work hand in hand with NIMC to ensure that the Commission is 

properly funded to achieve the task of harmonization of BVN data from NIBSS and other 

relevant institutions. Our research revealed that NIMC is the only authorized institution with 

the mandate to issue identification document to Nigerians to facilitate the opening of bank 

accounts in Nigeria, invariably this means that, lack of an existing legal framework for the BVN 

policy will have a negative effect on the NIN. In addition, effectively collaborating with NIMC 

will ensure ease in the confiscation of illicit funds linked to the identity of a potential financial 

crime offender. The NFIU further recommends CBN to constitute an Advisory Committee on 

BVN related Matters to help brainstorm on issues to address and ensure an efficient BVN 

operational system.  
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82. Likewise, CBN needs to collaborate with NJC to help develop a database to validate the 

authenticity of supporting documents presented to the court clerks at the point of securing 

legal documents, in addition to the various affidavits issued by court clerks, which are 

presented and used by bank customers when effecting changes to their BVN demographics 

features with NIBSS/NIMC and the banking industry. Putting in place an Affidavit Application 

records database that is centralized will provide a framework to help monitor lapses observed 

in procuring these legal documents. Most importantly ensuring access to a robust all-inclusive 

authentication centralized database for citizenry identification across all relevant stakeholder 

agencies, which is not limited to NIMC or the National Planning Commission (i.e. registration of 

birth and deceased sections)cannot be over emphasized.  Hospitals, NIBSS, INEC, Federal Road 

Safety Corps, Nigeria Immigration Service, NCC, NFIU and other competent authorities who 

would require identity verification should have access to this database. In addition, as a fallout 

respective states should have access to the database to enable the creation of State indigene 

databases. 

 
83. It is imperative for CBN to intensify its collaboration with NIBSS to enforce a compliance 

framework on financial institutions that engages and ensures the effective sharing of their 

respective banks’ BVN watch-list periodically across the banking industry. This peer review 

mechanism will prevent the gaps observed during the fieldwork in Lagos, in particular, our 

engagement with StanbicIBTC presumed that BVN violators could take advantage of lack of 

collaboration amongst banks if the watch list is not peer reviewed.   

84. CBN should mandate NIBSS to work towards having an Artificial Intelligence (AI) system 

in place to monitor fraudulent accounts and merchants within the financial sector, an example 

is the MasterCard anti-fraud database this will enhance integrity within the financial system in 

Nigeria. 

 
85. Technology has continued to help in making financial transactions fast and convenient 

but at the same time it has its vulnerabilities implications for both the banks as well as its 

customers. The need to include strong security features that will help in reducing USSD related 

fraud is very important. Any USSD transaction that is not properly verified and authorized 
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should be stopped by the financial institution. Again, any USSD product that is susceptible to 

fraud should be discouraged and discontinued or better security features should be introduced. 

86. On a final note, banks believe that CBN as a regulator should drive public education and 

sensitization programme on BVN, this will ensure the effectiveness of BVN operation and 

reform. CBN in partnership with National Orientation Agency (NOA) should constantly educate 

the public on strategies and methods used by fraudsters in addition to educating the bankable 

population in Nigeria on what they need to do when faced with situations that may have 

resulted in the compromise of their confidential banking details.   

Advisory to the National Judicial Commission (NJC) 

87. The National Judicial Commission (NJC) needs to urgently look at the activities of all the 

courts responsible for issuing affidavits. Procuring affidavits anywhere in the country is the 

simplest thing to do, the process and procedures of issuing affidavits in the country is very 

porous and it needs to be addressed  urgently considering the dwindling menace of terrorist / 

terrorism financing. The procedures needs to be standardized, certain conditions must be met, 

specified documents must be presented and records should be kept in a centralized database, 

which should be easily accessible to all courts of law in Nigeria including relevant stakeholder 

agencies. 

88. The administration, procurement and accessibility to court documents should be closely 

monitored to mitigate the abuse of the document. The NJC should ensure that Court clerks get 

a clear picture of the reasons for request of any court documentation and affidavits should be 

granted under caution. This is to restrict the unlawful act of procuring court documents to 

effect changes of BVN demographics information and other vital processes that requires the 

provision of documentations from the courts. 

 
89. It is imperative for NJC to continuously invest on anti-money laundering (AML) and 

counter financing of terrorism (CFT) training for judicial workers. This will enable them to 

understand the dynamics of money laundering trends and patterns. Most importantly, to 

prevent criminally minded persons from making the Nigeria Judicial system vulnerable.  

 

Advisory to the Nigerian Communication Commission (NCC) 



35 
 

90. In a situation whereby a phone number is linked to a particular bank account, NCC should 

direct that Telecoms providers should have systems in place to generate online real time alert 

to the financial institution where the account is domiciled, particularly when there has been a 

SIM swap request approval. The bank may consider placing the customer’s account on-hold 

pending when he/she comes for update and reactivation at the bank. Telecoms must be 

allowed to integrate with or make web service calls to NIBSS BVN database and/ or 

development of an API solution. 

91. We recommend NCC as a regulator to develop a database for mobile telephone watch-

list that links individuals with cases of illicit financial flows related to mobile banking. And such 

watch-list should be shared with NIBSS and financial institutions and the NFIU. This will help 

monitor all mobile banking enabled transactions. Again the need for NCC to publish and block 

numbers that are blacklisted for fraud related cases is very important. The idea of using your 

phone by dialing certain codes to get BVN number should be discouraged until better security 

features are introduce to safe guard the owner of the BVN from getting defrauded. It is 

paramount that NCC gives a strict timeline to Telecoms to comply with the implementation of 

these recommendations and we suggested that NCC should collaborate with CBN in achieving 

this project.   

92. It is a known fact that there are no controls authentication databases to verify 

information given to Telecoms by individuals at the point of SIM cards registration and this can 

invariably lead to compromise and fraudsters exploring the inadequacy in the system to commit 

crime. Noteworthy, is the policy on inactive phone lines over a specific period of time, after 

which these phone lines are re-issued to new customers again without prior background 

checks. It has therefore become very important that NCC should issue an advisory/ guidance to 

telecommunication service providers regarding SIM swap vulnerabilities and BVN related fraud. 

We suggested that all SIM swap services request from the customers of Telecoms should be 

transmitted to NCC for its approvals before initiating SIM swaps. In addition, NCC should issue a 

circular to Telecoms prohibiting them from processing SIM swap request from customer 

without confirming the authenticity of existing customers’ biometrics information from their 

database.   
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93. Nigerian Communication Commission (NCC) needs to overhaul its supervisory 

framework especially to task telecommunication service providers to develop a strategy to 

combat and prevent the vulnerabilities of telecommunication products from being misused for 

money laundering and other related economic crimes including terrorism financing. 

94. It is essential that NCC implores all Telecoms to strengthen the backbone security of 

USSD related electronic payment transactions. This will mitigate the abuse of USSD platform for 

committing frauds and other related financial crime in Nigeria. In addition, NCC should 

collaborate with the CBN, NIBSS, NIMC and financial institutions to validate the genuineness, 

purpose and identity of the person using their products to consummate financial transactions.  

 
95. It is no doubt that Telecoms products and services are vulnerable to money laundering 

and terrorist financing, therefore we recommend the need for NFIU to collaborate with NCC in 

creating awareness within the sector and also creating the needed awareness on money 

laundering and terrorism financing including Anti-money laundering trainings should be made 

available to the employees of Telecoms and other relevant stakeholders within the sector. This 

would enable them to understand how telecommunication technology can be used to 

perpetrate crime within the Nigeria society.   

 

Advisory to National Identity Management Commission (NIMC) 

96. National Identity Management Commission (NIMC) is the only agency mandated to 

manage identity information in the country, hence we recommend proper and adequate 

funding for its operation to achieve its objectives. We call on CBN, NIBSS and other relevant 

institutional stakeholder agencies to partner and support financially the operational activities of 

NIMC so that the aim of BVN reform can be achieved. 

 
97. Again, the turnaround time for the harmonization of data between NIBSS and NIMC is 

very slow. This may be connected to lack of funding and data structure incompatibility. 

Therefore, we recommend that NIMC should understudy the data structure of all relevant 

institutional stakeholders with relevant data / information as it pertains to the demographic 

details of all Nigerians with the intention of finding ways to synchronize the information in a 

central database.   It is important that a committee be constituted by NIMC to bring all 
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stakeholders on board to discuss suitable harmonization programme that will enable a 

seamless synchronization of the different databases for the purpose of NIN enrollment across 

the country.  For instance, it is pertinent that the data dictionaries of both NIBSS and NIMC 

should be mapped and synchronized together.    

98. It is also necessary that NIMC would routinely share with the NFIU any observed 

suspicious activities flagged during the harmonization of identities process for the purpose of 

issuing and updating national identity number of Nigerian citizens. 

 
99. Relevant stakeholders, majorly regulatory agencies like NIMC, CBN, NCC, NDIC, EFCC, 

NFIU, and NIBSS including other relevant competent authorities should have a working group 

with the responsibility to develop and continuously review the framework and guidelines for 

the Digital Ecosystem in Nigeria. 

 
100. NIMC should as a matter of urgency come up with a working policy on data protection in 

other to protect biometrics and demographic information of Nigerian populace which are 

currently being captured by numerous institutions and agencies in Nigeria.  

 

 

 

 

 

 

 

CONCLUSION 
 

101. Advisories should be issued immediately to the relevant competent authorities and 

follow up meetings with the management of these agencies is important to ensure that all the 

shortcomings as it pertains to the Biometrics Verification Number is adequately addressed. 

 
102. Drawing from issues, gaps and challenges raised above it has become highly necessary 

that the NFIU endeavour to intensify strategic collaboration efforts with all relevant stakeholder 

agencies, meeting periodically so as to ensure that systematic vulnerabilities are effectively 
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addressed.  Intensified partnership ensures a sustainable healthy and stable financial system in 

Nigeria.  


