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Editorial

The NFIU newsletter is an effort to reach out to the various stakeholders and
partners in the fight against money laundering and terrorist financing. The

NFIU aims to operate at a level that is comparable to its best partners in the world
as well as meet the challenges of the 21st century. To this end the NFIU will strive to
package and deliver a newsletter that in content and style can stand shoulder to
shoulder with any comparable publication.
Every month the NFIU Newsletter will carry news of activities and views from us to
our partners and the world. We will strive to deliver content that is current, infor-
mative and educational. We believe that this medium will serve as a means to
greater understanding of the role that the NFIU plays in the arena of financial moni-
toring and investigation in Nigeria.
Finally, as we invite you to enjoy this very special edition that marks our birth, we
call on you make your own invaluable contribution and comments to this newslet-
ter.

-Editor

At the end of the 1990’s the Financial Action Task Force (FATF), the
global standard setting body for Anti-Money Laundering and Counter
Financing of Terrorism (AML/CFT), realized that the increasing mo-
bility of money and the laxity of AML measures in several jurisdictions
meant that the only way to tackle money laundering was at an interna-
tional level. This realization was driven by the knowledge that as one
jurisdiction tightened up its regulations and laws to confront money
laundering, another money laundering sink opened up elsewhere.
To counter this, in 2000 the FATF produced a report which laid the
groundwork for a multilateral approach to combating money launder-
ing. A procedure for the evaluation of jurisdictions against a list of 25
criteria based on the FATF 40 Recommendations was evolved. Four
regional review groups were established, and these groups conducted
reviews of 47 countries and territories between 2000 and 2001. Twenty
three jurisdictions were considered to be deficient in meeting the 25
criteria and were placed on the Non-Cooperative Countries and Terri-
tories (NCCTs) list.
Jurisdictions were selected for review using a risk based approach, fo-
cusing on major financial centres, territories with a record of poor co-
operation with international AML efforts and major sources of illegal
funds.
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NFIU-News
Egmont Group
Nigeria has been invited to the
Egmont Group Plenary hold-
ing in Limassol- Cyprus from
the 13th-16th June 2006. This is
Nigeria’s second participation
as an observer following the
2005 Plenary in Washington
DC, where Nigeria was the first
West-African country invited
to participate. Nigeria is being
sponsored for full membership
into the Egmont Group by the
United States and Mauritius.
Prior to the Egmont Plenary,
NFIU officials, EFCC opera-
tives and some police officers,
will be attending a World
Bank/Egmont Group organ-
ised training program in Cy-
prus titled “A comprehensive
AML/CFT Training– A New
Approach” from the 9th-11th of
June 2006.

World Bank Video-
Conference
The NFIU will participate in a
video-conference organised by
the World Bank entitled
“Building Effective AML/CFT
Regimes in Cash Based Econo-
mies” on June 21st 2006.

FATF Plenary
The FATF 2006 Plenary Meet-
ing will hold from the 19th—
23rd June 2006 in Paris,
France. The report of the on-
site evaluation of the FATF Re-
view Team in Nigeria will be
submitted to the Plenary as
part of moves to remove Nige-
ria from the FATF list of non-
cooperative countries and terri-
tories (NCCTs).
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The first review in 2000 identified 15 NCCTs, the second
round in 2001 listed 6 further NCCTs including Nigeria. Ni-
geria was adjudged to be unwilling to cooperate with inter-
national AML efforts. Corruption and inadequate legislation
were also cited as concerns. It should be noted that Egypt
was the other African country reviewed, and also found to be
non-cooperative.
Following threats of countermeasures being applied on Nige-
ria by the FATF at the 2002 Plenary Meeting, the Nigerian
government began to put in place measures to address the
weaknesses highlighted. Customer due diligence, an STR
reporting mechanism and improvement of international co-
operation were addressed. The passing into law of the EFCC
(E) Act, amendments to the Money Laundering (Prohibition)
Act (ML(P)A) and Banks & Other Financial Institutions Act
(BOFIA) in 2002 marked a watershed.
In July 2003 the FATF invited Nigeria to submit an imple-
mentation plan for AML as part of the process for the re-
moval of Nigeria from the NCCTs list. Nigeria’s National
AML/CFT Implementation Strategy Plan (based on the
FATF 40+9 Special Recommendations) was submitted to the
FATF in September 2004. The NFIU became operational in
January 2005. As part of the de-listing process, the FATF Re-
view Group undertook an on-site visit to Nigeria from 8-11
May 2006.
The Review Group is expected to submit a report to the
FATF Plenary in June 2006, with its recommendations as to
whether Nigeria should be removed from the NCCTs list.
Following the removal of a country from the NCCTs list, the
jurisdiction is continuously monitored by the FATF. This
process ensures continuing compliance with the FATF 25
criteria; monitoring of progress in line with the AML/CFT
implementation plan submitted to the FATF and may in-
clude further on-site inspection visits.
Inclusion on the NCCTs list has serious consequences for
countries and territories. At the very least the FATF recom-
mends that member states require domestic financial institu-
tions to carry out enhanced due diligence on transactions and
relationships originating in countries on the NCCTs list. This
significantly increases the cost of doing business globally in
these jurisdictions and limits access to the international fi-
nancial market. In some cases, extra measures are put in
place by some jurisdictions. Both FinCen (the US FIU) and
the Norwegian FIU recommend that all financial institutions
in the their jurisdictions treat transactions from Nigeria as
suspicious. The FATF can recommend further counter-
measures to jurisdictions that remain non-cooperative in-
cluding prohibiting transactions with such countries and ter-
ritories.
Without a doubt, the FATF review process has been very
successful in motivating national jurisdictions to enhance the
probity and accountability of their financial institutions. The
threat of counter measures being applied by the international
community has ensured suitable measures to counter money
laundering and terrorist financing are put in place.
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While it is unfortunate that Nigeria has the un-
enviable record of being the longest serving
member of the NCCTs, we believe that efforts
made by the current administration will lead to
the de-listing of Nigeria.

The driving force of Nigeria’s AML strategy is
the ML(P)A, 2004. The law draws heavily on
the FATF 40+9 Special Recommendations and
other international standards. This law forms
part of Nigeria’s domestication of the FATF in-
ternational standards, along with the Economic
and Financial Crimes Commission
(Establishment) Act, 2004, the CBN ’Know Your
Customer Manual and various circulars and
guidelines published by regulatory and super-
visory agencies.
The heart of the law is the obligation on finan-
cial institutions (FIs) and designated non-
financial institutions (DNFIs) requiring them to
submit reports to the NFIU. Section 10 provides
for the reporting of any transaction above a
threshold of NGN1 million for individuals and
NGN5 million for bodies corporate. Section 6
requires reporting of any transactions that
arouse suspicion.
The subjective nature of suspicion means that in
more technologically advanced jurisdictions,
complex software solutions are used to spot
suspicious transactions. However, these solu-
tions can be extremely expensive and do not
release FIs and DNFIs from the obligation to
report these transactions. Therefore, it is incum-
bent on these institutions to ensure that systems
and personnel are fully trained to recognize and
deal with suspicious transactions. This involves,
comprehensive training of all staff and having a
well-designed and understood mechanism for
escalating reports of suspicious transactions
through the system and eventually to the NFIU.
FATF Recommendation 11, refers to suspicious

transactions as “..complex, unusual...large, as
well as having no apparent economic or lawful
justification..” Section 6 of the ML(P)A refers to
suspicious transactions as; having unjustifiable
or unreasonable frequency, surrounded by un-
usual or unjustifiable complexity, having no
economic or lawful objective.
A system of red flags have been developed to
aid reporting entities recognize suspicious
transactions, the IRBD/World Bank provide the
following, far from exhaustive, list:
 Large cash deposits
 A series of small cash deposits

 Cash deposits from unrelated 3rd parties
 Significant increase in cash deposits
 Cross-border fund transfers
 Unrelated 3rd party fund transfer
 Lack of concern about risk
 Lack of concern with cost, fines or penal-

ties
Any of these signs, should trigger suspicion
and cause the filing of a report by the employee
involved. Employees may be held liable for fail-
ing to report transactions in which they are pro-
fessionally involved. The suspicious transaction
reporting system has no minimum threshold
and reports must be submitted whether the
transaction was consummated or not.
Reporting institutions should provide standard
formats or templates, which are well under-
stood and documented, to their employees. A
system should be in place in which reports are
escalated internally to a senior manager. Section
9 of the ML(P)A requires financial institutions
to appoint a Compliance Officer at senior man-
agement level, and at branch level.
Reports under an obligation to Section 6 of the
ML(P)A must contain the following information
relating to the transaction;
 Details of the customer, including identi-

fication, employment or business activity
and relationship with the bank

 What triggered the suspicion
 When the transaction or transactions oc-

curred.
 Where the transaction occurred
Section 6 of the ML(P)A requires such transac-
tions to be reported within 7 days.
Employees of reporting institutions must not
alert clients to the fact that a report concerning
them has been submitted (this can result in a
prison term of up to three years). It is advisable
to continue normal business relations with the
client while the report is processed. An ac-
knowledgement will be sent by the NFIU on
receipt of all suspicious transaction reports, em-
ployees are advised to confirm that this has
been received. Employees are also advised to
get the consent of their compliance managers or
line managers before processing a suspicious
transaction report.
Suspicious transactions reports are to be sent to:
The Director
Nigerian Financial Intelligence Unit
12 Ibrahim Taiwo Road
Aso Villa, Abuja
Fax: 09-3144357 Telephone: 09-6442101

Framework for Rendering STRs



The NFIU has commenced on-site inspection vis-
its to insurances firms, in an effort to bring sanity
into the country’s financial institutions. Hitherto,
the Unit had, concentrated its efforts on commer-
cial banks, community banks and designated
non-financial institutions (DNFIs) and profes-
sionals. These included, chartered accountants,
jewellers, hoteliers, car dealers, real estate agents,
and casinos to ensure strict compliance with the
Money Laundering Prohibition Act, 2004. This
effort has been fully rewarded with an increase
in the compliance level of the institutions.

As part of a programme funded by the EU and
implemented by the UNODC, the NFIU will be
deploying a new online reporting system for the
receipt of CTRs and STRs. This system will utilise
the latest technologies, and will be based on an
XML reporting format.
The XML architecture allows applications to con-
nect over the internet in much the same way that
websites allow people to connect. XML is not a
programming language but a ‘meta-language’.
What this means is that the language itself is de-
fined by the users through the use of schemas. A
schema acts as the vocabulary and semantics that
an application understands. A public schema is
available to all users, while a private schema has
limited publication.
The NFIU together with the Information Technol-
ogy Systems (ITS) Department of the UNODC
have released a schema to reporting institutions
(starting with banks), and it is expected that by
the 1st of October 2006, all reporting institutions
will submit reports electronically, to a secure
NFIU online database.
Four submission methods have been defined: a
batch submission method for institutions with
high velocities and volumes of transactions, an
online form based submission method, using
standard forms printed from the NFIU website
and using paper forms collected from the NFIU
or other distribution points

The Acting Director of the NFIU Mr. A.B.
Okauru, has stated that the ultimate objective of
the Unit is to become a member of the Egmont
Group of Financial Intelligence Units. The Eg-
mont Group is an association of FIUs with the
objective of facilitating exchange of financial in-
telligence between members.
The Ag. Director, made this statement while ad-
dressing staff members on the heels of the FATF
visit to the NFIU. He reiterated the need for the
NFIU to play its part in the national effort to get
Nigeria off the FATF NCCTs list. This is in con-
sideration of the fact that de-listing is a pre-
condition for Egmont Group membership.
It will be recalled that Nigeria is occupying a
place on the shame list with Myanmar; a status
which the Director said must be changed. He
said it’s his greatest desire to get Nigeria into the
Egmont Group before long.

The insurance industry provides risk transfer and
investment products to a variety of consumers
worldwide These range from individuals to
multi-national corporations and governments.
Like all other financial sectors it is exposed to the
threat of money laundering. If a launderer could
move funds into an insurance product and re-
ceive a payment by the insurance company, the
funds so received will appear as legitimate re-
gardless of the source of the original funds. The
FATF typologies research has observed that the
inherent characteristics of the insurance sector
may give rise to money laundering risks unique
to the sector.
At the FATF Plenary of February 2004, a team of
experts was constituted to look at the insurance
industry and its vulnerability to money launder-
ing.
One of the key issues addressed was the need to
develop industry specific money laundering indi-
cators that may assist both the financial services
sector and the national competent authority re-
sponsible for the detection of ML in the insurance
sector.
The following represents their findings. While
this does not represent all the flags in detecting
ML in this sector, it will go a long way in reduc-
ing it. Jurisdictions are also advised to develop
indicators peculiar to their environment.
1. Large one-off cash transactions.
2. Use of false addresses or post office boxes.
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3. Business from high risk jurisdictions.
4. Where the policyholder is a known crimi-

nal, or a relative or an associate of a known
criminal.

5. Unusual behaviour by the policyholder.
6. High premium payments compared to

verifiable legitimate income.
7. Lack of concern by the policyholder over

charges/early redemption costs.
8. Change of beneficiary
9. Early or suspicious claims in general insur-

ance.
10. Policy payments made by third parties.
11. Significant premium top-ups to a policy.
12. Overpayment of premium, particularly

where followed by a request for repayment
to be made to a third party and/or another
jurisdiction.

13. Using an insurer like a bank.
14. Unusually high commission charges.
15. Involvement of recently established insur-

ance or reinsurance companies or compa-
nies whose background does not appear
particularly transparent.

Insurance firms are also advised to put in place a
comprehensive customer due diligence proce-
dure, including domesticating the ’Know Your
Customer’ principles used by banks, in place.
This follows directly for the Money Laundering
(Prohibition) Act, 2004, as does the requirement
to ensure that a comprehensive training system is
put in place for staff of the firms.
Insurance firms have to put in place a procedure
for managing the risks of money laundering. Like
all financial institutions, insurance firms are sus-
ceptible to the risk of being used as channels for
money laundering, these risks can be mitigated
by developing an efficient and thorough strategy
involving; customer identification, continuous
risk assessment, training and cooperation with
relevant regulatory and supervisory authorities.
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Report on the FATF Plenary
Report on the Egmont Plenary
Financial Institutions and PEPs
NGOs and the Funding of Terrorism

Out July, 2006

To be included on the mailing list, send a blank email
to mahmed@efccnigeria.org

Review

Money Laundering Flash is a quarterly publica-
tion from DataPro Limited. As experts in the
field of AML rating, training and compliance
consulting DataPro have introduced Money
Laundering Flash as a primary resource material
for individuals and institutions involved in
AML activities in Nigeria.
Combining incisive analysis of the latest trends
with reviews of the latest solutions, books and
news, the newsletter is a welcome and much
needed resource for the fight against money
laundering.
The primary market of this publication are the
Compliance Departments and officers of the fi-
nancial institutions. We also recommended it to
regulators, supervisors and agencies involved in
AML as well as the employees of these agencies.
Operators in the designated non-financial insti-
tutions together with students and scholars gen-
erally will find Money Laundering Flash educa-
tional and informative.

Money Laundering Flash is available from
DataPro PO Box 1189 Marina Lagos. Or elec-
tronically from:
Email: moneylaunderingflash@hotmail.com

Web: www.datapronigeria.com


