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EDITORIAL: 

Welcome to our new improved newsletter! In an effort to bring you a more comprehensive 
and informative publication we have moved from monthly publication to thrice-yearly, we 
have also put in more pages as well as new features such as the NFIU FAQ-FILES.  

In this issue, we present a summary of renditions received in the year 2006 from our Monitor-
ing and Analysis Department. We also bring you contributions from Mr. Abimbola 
Adesoyoju, M.D. of DataPro Nigeria Limited, discussing the Role of the Private Sector in 
AML/CFT Compliance and Mr. Remi Sogbetum of CWM Limited profiling E-Commerce Se-
curity. Our new feature, NFIU FAQ-FILES, answers your questions on complying with AML/
CFT legislation.  

We hope you enjoy it and as always we look forward to your comments!! 

        - Editor 
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NFIU-NEWS 
Egmont Group 
The Egmont Group of FIUs is set to make Nigeria a 
full member of the organisation. This follows the deci-
sion of the Group’s Legal Working Group (LWG) to 
recommend the NFU for full member status.  

The LWG communicated this decision to the NFIU on 
Tuesday 07 May, 2007, and final rubber stamp ap-
proval is expected from the Heads of FIU at the 
Group’s next Plenary meeting in Hamilton Bermuda 
taking place on Wednesday 30 May, 2007.   

SCUML Gets New Head 
A new Head has been appointed for the Special Control 
Unit Against Money Laundering of the Federal Minis-
try of Commerce (SCUML-FMC). He is Mr. Norman 
Sixth Wokoma, who was seconded from the NFIU. 

SCUML is charged with enforcing AML legislation in 
the designated non-financial institutions (DNFIs). Mr. 
Wokoma will bring experience gained at the NFIU to 
transforming the unit into a truly credible regulatory 
body. 

Regional Training for FIUs 
The regional FATF-Style Regional Body, GIABA in 
conjunction with the Commonwealth Secretariat have 
organised a five-day training workshop in Accra, 
Ghana. The workshop is aimed at developing existing 
and potential FIUs and will build regional AML/CFT 
capacity. The workshop was attended by 4 staff of the 
NFIU. 

First Annual AML Stakeholders Summit 
The First Annual AML Stakeholders Summit, 
jointly organised by the EFCC, NFIU and DataPro 
Nigeria Limited held at the Transcorp Hilton Hotel, 
Abuja on 28-29 March, 2007.  

This coincided with the third anniversary of the 
passing of the Money Laundering (Prohibition) Act, 
2004 and provided a forum for reflection on the suc-
cesses of the Act and future direction. With the At-
torney General of the Federation as Special Guest of 
Honour and several high profile speakers, the event 
attracted impressive participation. The commu-
niqué of the event is brought to you later in the 
newsletter. 

CCOs’ Organise Forum 
On Thursday 26 April, 2007, the Chief Compliance 
Officers of all banks in Nigeria gathered together at 
the Eko Hotel in Lagos. This welcome development 
will hopefully mark a new era in information shar-
ing between banks.  

Free exchange of information is critical to mitigat-
ing risks in banking. The forum also allows a coordi-
nated approach to the challenges of complying with 
regulatory and supervisory requirements. The 
NFIU has committed to supporting the nascent fo-
rum and looks forward to enhanced dialogue with 
the financial institutions. 

FinCEN Withdraws Advisory on Nigeria 
The US FIU, FinCEN, has withdrawn an advisory is-
sued to all banks advising enhanced due diligence on 
transactions involving Nigerian institutions and indi-
viduals or routed through Nigerian financial houses. 

The withdrawal comes after pressure on FinCEN 
from the leadership of both the EFCC and NFIU. 
This action further confirms the immense strides 
Nigeria has made in sanitising its financial sector 
and putting in place international standards in 
AML/CFT. The advisory is available online @ 
www.fincen.gov/Nigeria_Withdrawal.html 

NFIU-NEWS continued on next page... 
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Training for Assessors 

The World Bank, GIABA and ESAAMLG (Eastern and 
Southern African Anti-Money Laundering Group) or-
ganised a workshop for Mutual Evaluation Assessors in 
Nairobi, Kenya between the 30th April and 4th May, 
2007. The workshop was aimed at developing local ca-
pacity in conducting mutual evaluation and assessment 
exercises within the continent. The training was at-
tended by two staff of the Central Bank of Nigeria. 

NFIU Report for 2006 

In the last 12 months the NFIU has received over 3mil-
lion CTRs and over 240 STRs. A total of 47 cases were 
developed by the unit, and 18 were forwarded onto ap-
propriate authorities for further investigation. 

Table 1: Renditions received for the year 2006 

The number of CTRs shows a 7.1% increase from 2005 
despite the consolidation of the banking industry from 
89 to 25 banks. A small increase in the number of CTRs 
is also due to the submission of reports by some other 
financial institutions, such as mortgage finance institu-
tions, discount houses, capital market operators and bu-
reau de change. 

Table 2: Status of cases 

 

 

The 83.7% decrease in the number of STRs is attribut-

able to greater understanding of what constitutes an 
STR within the banking industry. 

Table 3: Cases disseminated 

The 18 cases disseminated were forwarded to three dif-
ferent agencies for further investigation (see table 3): 

In the year 2006, the NFIU also received 19,700 Cus-
toms Declarations Reports, from which 2 cases were de-
veloped. 

The NFIU also routinely exchanges intelligence with 
other FIUs across the world. In 2006, the NFIU re-
ceived 11 requests from other FIUs and made 6 requests 
to other FIUs; 

Figure 1: International requests for information 

 CTR STR 

2005 3,521,770 1,497 

2006 3,772,843 243 

Developed  Disseminated Monitoring Closed 

47 18 10 7 

Agency No of Cases  

Economic and Financial 
Crimes Commission 

15 

Federal Inland Revenue 
Service 

2 

Nigeria Customs Service 1 
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The Private Sector & AML/CFT Compliance 

An effective AML/CTF regime is dependent on the col-
laborative efforts of both the public and private sectors. 
After all, compliance they say, is everybody’s business. 
The public sector gives the regulatory, supervisory and 
statutory a framework for the enthronement of an 
AML/CTF culture. 

The private sector on the other hand, provides the im-
plementation platform. For starters, the Financial In-
stitutions (FIs) and Designated Non Financial In-
stitutions (DNFIs) have clearly defined roles, func-
tions, duties and responsibilities in combating money 
laundering and terrorist financing. On a macro level, the 
involvement of the private sector however, goes beyond 
offering outsourcing services for FIs and DNFIs in 
terms of Training, Consulting, KYC/CDD Verification, 
Independent Audit, Software Solution, Legal Services 
etc, etc. More importantly, the private sector has to be 
more proactive in influencing regulatory framework and 
defining the rules of compliance. 

It must be stressed that defining the rules against ML/
TF cannot be left entirely to the regulators i.e. the pub-
lic sector. As shown by the example of the  Wolfsberg 
Group  ( An association of the 12  biggest banks in the 
world), the FIs themselves must play active roles in set-
ting standards and enforcing best practices within their 
industry and also influencing legislative review and ini-
tiatives. 

The larger society must continuously put the issues in-
volved in fighting money laundering and terrorist fi-
nancing at the front burner through civil advocacy, lob-
bying and pressure group activities. All hands must be 
on deck to rescue our nation from the grips of money 
launderers who are determined to ruin our future. 

In summary:  

• The private sector must develop effective and effi-
cient tools, systems, programs, processes, proce-

dures and solutions i.e. training and capacity de-
velopment, internet based KYC/CDD check, 
online/real time blacklist, software etc, that will 
aid the fulfilment of AML/CTF statutory and 
regulatory requirements 

• The FIs and the DNFIs themselves must begin to 
move towards harmonization of all statutory and 
regulatory AML/CTF responsibilities and functions 
in order to enforce a level playing ground for all 
operators.  

• They must engage themselves in regulation and 
monitoring. 

• A situation where some operators are working to-
wards full compliance where others remain the 
weak-link within the AML/CTF compliance chain 
dampens competitive spirit and is an open invita-
tion to reputational damage on the whole indus-
try. 

• The civil society must forever remain vigilant in 
providing external presence that will increase the 
determination of the FIs and DNFIs to comply 
and fine tuning legislative initiative. 

• Through the activities of Non Governmental 
Organizations (NGOs) the gospel of compliance 
could be preached to all and sundry through public 
enlightenment campaigns.   

DataPro Limited is a rating and confirming house involved in 
information services, compliance consulting & training. It 
also offers professional services in marketing survey, socio-
economic research and data management. 

It's clientele range from individuals to organizations, state 
governments to multinational institutions, non-governmental 
organizations and private concerns. Since inception in 1995, 
DataPro Limited has represented Dun & Bradstreet 
(D&B) in Nigeria, D&B as you are probably aware, is the 
biggest information company in the world. Our involvement 
with D&B affords us the opportunity of meeting and work-
ing with the main stakeholders in the Nigerian economy. 
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Securing E-Commerce in Nigeria 

This article addresses in the first instance, emerging e-
commerce platforms introduced by Nigerian banks in 
which remote dial-in users and bank staff use Web/
Internet-based facilities to transact business. Secondly, 
it looks at bank network terminal equipment used by 
the public such as Automated Teller Machines (ATMs). 
The article highlights recurring patterns of fraud and 
solutions for mitigating the risks of fraudulent attacks 
on such facilities. 
A checklist of critical bank assets and infrastructure 
deployed to such e-commerce activities would include; 
bank websites, ATMs, retail e-Banking platforms, 
card-based authentication and payment systems, bank 
Internal equipment and systems etc. 
In all parts of the world, these platforms have been 
plagued by the theft of personal or private information 
with the intent to commit fraud. This usually results in 
huge financial losses. As a result banks are playing 
catch-up in trying to protect themselves and their cli-
ents from such attacks. No estimates exist on how 
much damage has been done to Nigerian financial in-
stitutions or how much of it has been reported to the 
EFCC and NFIU. 
 
Patterns of Fraud: 
The fraudster targets the user’s PIN and Password. 
PIN and Passwords are widely used for all kinds of 
purposes. Passwords can be easily re-used by the 
Fraudster. 
In a typical Phishing scheme, email is broadcast from a 
fake server address, pretending to be the real company 
or financial institution, containing an invitation to ver-
ify or to enter Username and Password. The fake web-
site looks like the real one from the financial institu-
tion. 
The goal is to obtain users’ PINs, passwords, email ad-
dresses and other relevant information by sending out 
massive amount of emails. On the fake, but very real 

looking and feeling website, the Username/Password 
pair is collected. In most cases, the gathered pairs of 
Username/Password can be processed in batch by the 
fraudster any time afterwards.  
Forward looking banks all over the world are imple-
menting anti-fraud initiatives involving strong two 
factor authentication solutions against identity theft 
and phishing. Most are implementing the Digipass 
Family of solutions (3rd Level Protection). Just a few of 
the over 1000 banks worldwide that have adopted this 
foolproof, low-cost solution include Citigroup, HSBC, 
Lloyds Bank, Barclays and ABN-AMRO scattered 
through 100 countries. Over 30 million Digipass are 
deployed worldwide to date. 
The Digipass Solution is a token-based solution. Digi-
pass generates One Time Passwords (OTP) upon re-
quest of the owner of the token, by entering a PIN 
code on the token or pressing a button on the token. 
Digipass contains an internal real-time clock, which 
allows for Time-Based Passwords. 
Digipass products range from small ‘calculator’ devices 
(tokens) to smart-cards or EMV solutions, SIM cards, 
Java phones, PALM or pocket PCs, or alternatively 
Virtual Digipass – server based solution to provide 
strong authentication via SMS, pager or another deliv-
ery method. 
Digipass Tokens – how do they work? 

• Every User has a personalized token 

• Upon request the User can generate a Time 
Based One Time Password. with the Digipass 

• The User enters the One Time Password into the 
banking platform/ATM Password field, as re-
quested by the network server. Just like he al-
ways has done with Username/Password 

• The software on the authentication server uses 
the Username to get data from the bank Cus-
tomer Data Base and the real time clock of the 
System to recalculate the One Time Password for 
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this User 

• The software verifies both Passwords to authenti-
cate the User. 

The generated Passwords are not only for One-Time use 
only, but also Time-Based Passwords. Being Time-
Based, forces the fraudster to operate in (almost) real 
time. The fraudster must sit in between customer and 
the financial institution to be able to highjack the online 
conversation between both the client and the financial 
institution. This reduces the time for the Fraudster to 
act, due to expiration of the Password (usually in 36 sec-
onds or less). 

Therefore, with One Time Passwords, batch processing 
of Username/Passwords is no longer possible for the 
Fraudster. OTP puts heavy time pressure on the fraud-
ster, moreover, instead of waiting for many passwords to 
be collected, the fraudster now has to be present at the 
moment the Username/Password is revealed, as he has 
to use this pair immediately. 

A financial institution can request a signature from the 
customer or its staff for each important transaction. 
This Signature contains encrypted data from the trans-
action; for instance the Account Number, Receiving Ac-
count Number, Amount, Date etc. Moreover this Signa-
ture is again Time Based. The transaction data cannot 
be altered, as the Signature needs to change too. In this 
case there is no opportunity for fraud at all. 

This solution allows the User to authenticate the website 
of his Bank, in order to verify its authenticity. This can 
be used to reveal and block cloned websites. A function 
on the Digipass allows for this: 

• Internally the Digipass generates a One Time 
Password. 

• Only first part is shown to User on the display of 
the Digipass. 

• The User enters this part into the website of the 

Bank. 

• Bank receives Username & first part of the Pass-
word. 

• The system of the Bank calculates the second part 
of the Password and sends it to the User. 

• The User enters second part of the Password into 
his Digipass for verification. 

• If correct the Digipass will let the User know. 

It is important to note, that Two-Factor Authentication 
shuts the fraudster’s phishing process down, because the 
Digipass Authentication Server cannot be replicated in 
real time. In addition, the solution has become popular 
because implementation involves a simple integration 
process allowing the Digipass functions to be grafted on 
to bank software platforms seamlessly. 

Leading payment verification services such as Europay/
Mastercard UCAF; VISA 3D-Secure/VbV; Element 
ProxyPay etc. have warmed to the technology and are 
actively deploying. Banks have found that with this 
highly intelligent solution they are able to kill two birds 
with the same stone i.e. providing foolproof login for 
their clients and achieving a low total cost of ownership. 

Individual banking transactions that are authenticated 
and authorized with digital signatures are easily 
tracked, using the audit trail facility provided by Digi-
pass which records details for every token issued and 
registered, and also each login and/or transaction carried 
out. 
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First AML/CFT Stakeholders Summit 

The First Annual AML/CFT Stakeholders Summit was 
organised by the EFCC, NFIU and DataPro Nigeria 
Limited. Held at the Transcorp Hilton Hotel Abuja 
from 28-29 March, 2007, the Summit was scheduled to 
coincide with the third anniversary of the passing of the 
Money Laundering (Prohibition) Act, 2004.  

The annual Summit is expected to be a platform for dia-
logue between the reporting institutions, regulators, su-
pervisors, law enforcement agencies and other stake-
holders will assess the implementation of AML/CFT 
policies in the country. 

The highly successful event had over 250 participants 
from across the entire national AML/CFT community. 
Speakers included the Attorney-General of the Federa-
tion, Chairman of the EFCC, Director-General of the 
Nigerian Stock Exchange, Chief Executive of First 
Bank , representative of the World Bank amongst oth-
ers.  

After the two-day event, a communiqué was released 
which aims to address some of the identified shortcom-
ings of implementation of AML/CFT measures in Nige-
ria. 

• The Regulatory, Supervisory, Law Enforcement 
and Security Agencies should embark upon Public 
Awareness Campaigns on the means of Identifica-
tion necessary for Customer Due Diligence in FIs 
and DNFIs 

• The National Assembly should speed up the proc-
ess of harmonizing all current forms of identifica-
tion in order to create a uniform database and a 
single ID for the purpose of customer identifica-
tion. 

• All FIs should review/update identification docu-

ments and inform customers at least 6 months be-
fore the expiration of such documents. 

• There should be policy unification on Identifica-
tion to ensure same practices across the industry. 

• There is the need to allow the use of ID's issued by 
reputable organization for transactions below the 
reporting threshold. 

• It is imperative for all ID issuing authorities to 
make available the salient features of the IDs to all 
stakeholders to allow for easy authentication and 
where in doubt operators should be able to revert 
to the issuing authorities for re-confirmation. 

• ID Issuing authorities should have a proper data-
base online with all issuing locations to mitigate 
against issuance or access to multiple documents. 

• There is need for collaboration between FIs, 
DNFIs and the Issuing authorities on a system 
that will allow operators to retain customer details 
and issue IDs that is acceptable to all. 

• The FRSC should explore the possibility of issuing 
parallel ID for Non-Drivers as a means of Identifi-
cation. 

• There should be a web-based internet site for au-
thentication in the country. 

• An amendment should be made to the relevant 
sections in the Money Laundering (Prohibition) 
Act, 2004, concerning the submission of CTR & 
STR to the NFIU and other regulatory agencies. 

• The NFIU and other statutory agencies should be 
adequately staffed to monitor AML/CFT compli-
ance in Banks. 

• Subsequent order to defrost accounts blocked 
should be communicated to banks after 30 days or 
the unblocking occurs automatically. 

• The EFCC should adhere strictly to section 3(I) of 
the concerning customer accounts. 

• The EFCC should ensure and maintain confidenti-
ality on all information given to it by the banks. 

• DNFIs should be given necessary assistance and 
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training in order to ensure compliance. 
• The Regulatory and Statutory Agencies should 

begin to move from a persuasive to a sanction re-
gime in order to ensure a level playing field among 
all operators. 

• The Statutory Agencies should come up with the 
proper definition of PEP and the declassification 
process. 

• There should be a database on PEPs to assist op-
erators. 

• There should be legal protection and safeguard for 
operators and their employees concerning hostile 
customers and parties. 

• There should be stronger regulatory and enforce-
ment of AML/CFT policies and procedures to 
NGOs and Charities 

• There should be stricter enforcement of section 1 of 
the Money Laundering (Prohibition) Act, 2004, in 
order to strengthen the use of financial instru-
ments instead of cash. 

• The DNFIs should be more organized and opera-
tional guidelines issued in enforcing the provision 
of the Money Laundering (Prohibition) Act, 2004. 

• The stakeholders should collaborate with the JSC 
and the Institute of Advanced Legal Studies in 
terms of organizing courses for members of the 
Bench. 

• The Evidence and Criminal Procedural Act should 
be updated. 

• All NGOs must be registered and their activities 
monitored and regulated. 

 
 
 
 
 
 

NFIU FAQ-FILES 
Q: Do I need a national ID card, passport or drivers li-
cense to do business with a bank? 

A: These three forms of identification are only required 
when opening accounts, or if you are conducting a trans-
action that is above the thresholds set in Sections 2 
(foreign transactions above a $10,000 or equivalent) and 
10 (transactions above NGN1 million for individuals or 
NGN5 million for corporate customers. 
 

Q: If I have filed a transaction as part of an STR, 
should I also report it in my weekly CTR? 

A: Yes, if the amount meets the thresholds set in the 
Money Laundering (Prohibition) Act, 2004. 
 

Q: Our bank has opened a branch in a foreign country, 
do we need to file transactions at this branch with the 
NFIU? 

A: Yes, you will need to comply with the applicable 
AML/CFT regulations of both jurisdictions.  
 

Q: Individuals transacting business with our institution 
have been flagged by a watch-list, should we terminate 
the transaction? 

A: Your institution may still carry on with the transac-
tion after conducting enhanced due diligence on the indi-
viduals or entities involved. Also, a report should be for-
warded to the NFIU detailing the transaction and indi-
viduals/entities involved.  


